
GREYLING.COMGREYLING INSURANCE BROKERAGE & RISK CONSULTING   |   (770) 552-4225

The Rise of Social 
Engineering Risk:
Are you adequately protected?
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Social engineering is emerging as the biggest cyber risk to A&E firms in 2025. With high-value client 
information, sensitive project data, and on cloud, digital designs, A&E firms are more vulnerable 
than ever before. While Professional liability (PL) insurance remains the cornerstone of risk transfer 
for A&E firms, cyber insurance is no longer a fringe coverage — instead, it’s now key to reducing 
total firm risk. 


Social engineering is the manipulation of people into performing actions or divulging confidential 
information by crafting scenarios that appear legitimate or urgent. Cyber criminals are finding more 
success with these tactics, which now represent 75% of cybercrime detections, up from 40% in 
2019.1


The average cost of a social engineering attack is $4.77 million.2 On the low end, this could be 
$10,000 in gift cards purchased under the wrong name. And on the high end, it can be a $25 million 
payout to fraudsters in a sophisticated AI deepfake scam.3 Both are realities for A&E firms today.

1 Crowdstrike  2024.

2 IBM  2024

3 CNN Business  May 17, 2024.

“Global Threat Report,”
“Cost of a Data Breach Report,”

“British engineering giant Arup revealed as $25 million deepfake cam victim,”

FOR DECADES, PROFESSIONAL LIABILITY HAS BEEN YOUR FIRM’S MOST 
IMPORTANT COVERAGE—NOW CYBER INSURANCE IS CATCHING UP.

Unsolicited communications that 
appear to be from a trusted source, like 
a bank or government agency, asking 
for sensitive information like passwords 
or account numbers.

Someone pretending to be an official 
authority or your manager or C-suite 
team member, presenting an urgent or 
compelling reason for the information.

Presenting a tempting offer in 
exchange for information, like exclusive 
content or software download.

Phishing (Email or Text)

Vishing/Smishing (Phone)

Pretexting

Tactic

COMMON TYPES OF SOCIAL ENGINEERING
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Characteristics How to Defend Against It

Baiting or Quid Pro Quo

Never click on links or open 
attachments from unfamiliar 
senders. Always check the 
sender’s email address for 
authenticity.

Always verify the identity of 
anyone requesting sensitive 
information by contacting the 
requesting party directly, 
especially if the request seems 
unexpected or unusual. 

Be cautious about any unsolicited 
offers of “free” materials or 
services. Ensure all software and 
updates are obtained from 
official, trusted sources.

https://go.crowdstrike.com/rs/281-OBQ-266/images/GlobalThreatReport2024.pdf
https://www.ibm.com/downloads/documents/us-en/107a02e94948f4ec
https://www.cnn.com/2024/05/16/tech/arup-deepfake-scam-loss-hong-kong-intl-hnk/index.html
https://greyling.com/


GREYLING.COMGREYLING INSURANCE BROKERAGE & RISK CONSULTING   |   (770) 552-4225

When it comes to social engineering losses, business owners often find themselves caught between 
two insurance policies: cyber insurance and crime insurance. Both policies can provide coverage for 
social engineering, but terms and retentions can differ significantly. While cyber policies often cover 
losses related to data breaches or ransomware attacks, crime policies are more likely to focus on 
financial fraud and theft. This difference can easily lead to a gap in coverage, exposing firms to 
potentially catastrophic financial losses.


Many cyber and crime insurance policies have started to include sublimits for social engineering 
coverage. These sublimits typically range from $100,000 to $250,000, but coverage options can vary, 
based on the carrier. Similarly, excess policies can sit atop policy sublimits to cover social 
engineering specifically.


Some cyber and crime policies may also include a clause that states, “If there is another applicable 
insurance policy for this loss, this policy will sit in excess.” This clause can determine which policy 
takes priority when both cyber and crime policies are involved in a claim.


Work with your broker to reduce any potential gaps you may have in coverage, and in the case of a 
social engineering claim, review each policy for the excess clause and determine which retention is 
lower before identifying which policy takes priority.

Alongside their clients, insurers are starting to protect themselves against the growing frequency 
and severity of social engineering claims. Crime insurers, in particular, are starting to take a closer 
look at an organization’s internal controls to prevent fraudulent activity and include authentication 
and callback provisions in their policies. These provisions often require businesses to prove they’ve 
implemented specific verification protocols to guard against fraud prior to binding a policy.


Crime insurance carriers are likely to ask some version of the following on your crime policy 
application on these three key topics:

NAVIGATING THE GAPS IN SOCIAL ENGINEERING PROTECTION

Prerequisites for Crime Insurance Coverage

https://greyling.com/
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Insurers want to know that the business has taken proactive steps to protect against social 
engineering. They will want to ensure the affirmative answers to these questions. Without these 
practices in place, a claim for social engineering losses could be rejected or delayed.

1. Assess your risk. The first step in protecting your firm against social engineering is to 
understand your vulnerabilities. Start by mapping out who in your firm holds sensitive data 
and why, then assess what types of data might be targeted. Employees in financial, HR, and 
leadership positions are often prime targets due to their access to confidential information 
or decision-making power.


Data Classification and Data Security Risk Assessments (DSRA) are great tools to identify 
which business-critical data is at rest and in motion, who has access to it, and what security 
measures are in place to protect it. Understanding these factors allows you to prioritize 
defenses and tailor training to the areas most vulnerable to attack.


To further strengthen your defenses, consider appointing a dedicated individual within your 
IT department or building a cross-departmental team within your firm to lead efforts to 
reduce cyber risk. This person or group should conduct regular risk assessments, oversee 
the implementation of security measures, and ensure ongoing training across the 
organization.

� How many individuals within your organization are authorized to approve or execute 
funds transfers�

� When an employee requests a funds transfer, do your policies and procedures require the 
employee receiving the request to verify the identity of the requesting employee?

� When a vendor requests a payment, do you have procedures to confirm that the vendor is 
owed the requested amount�

� Do employees perform a callback or email the vendor at an authorized contact before 
making any changes to their banking details?

� Are these funds transfer controls consistent across all your business locations worldwide? 
If not, be prepared to explain why�

� Have you educated your employees about the risks of common fraud schemes like "CEO 
Fraud," "Business Email Compromise," and fraudulent vendor invoice diversions?

Strong risk management practices not only protect a business’ operations but demonstrate to 
carriers that the business is a lower risk by reducing the likelihood of falling victim to attacks like 
social engineering. Below are three key risk management practices to help safeguard your business 
and meet additional insurer prerequisites.

Employee Transfer Procedures

Vendor Transfer Procedures

Consistency & Awareness

3 RISK MANAGEMENT PRACTICES TO PROTECT AGAINST SOCIAL ENGINEERING
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The nuances between cyber and crime insurance—including their specific coverage limits, 
exclusions, and potential gaps—demand thorough due diligence from firms when selecting and 
reviewing coverage options. Excess social engineering policies are one option to increase social 
engineering limits and provide additional, specialized coverage. By working closely with brokers 
and continuously assessing the effectiveness of risk management strategies, businesses can better 
align their policies with their specific needs and minimize risk exposure in the face of increasingly 
sophisticated social engineering attacks.

WHAT’S YOUR SOCIAL ENGINEERING PROTECTION PLAN?

2.

3.

Implement cybersecurity policies and procedures. This policy should be comprehensive, 
covering your firm’s approach to preventing and responding to social engineering attacks. 


Training should be a key component of your prevention plan, ensuring that your employees 
are equipped to recognize and defend against social engineering tactics. It’s essential to 
embed awareness into your corporate culture, making cybersecurity a priority for all staff 
members. Train staff on call back verification, how to review email and web addresses for 
discrepancies, and how to identify suspicious communication patterns, such as urgency or 
requests for confidential information.


It’s also important to teach staff the importance of skepticism and due diligence. Encourage 
them to always verify the identity of the requester before taking action, especially when the 
request involves financial transactions or sensitive information.

Use technology as a deterrent. While social engineering attacks purposefully target people 
by taking advantage of human emotion, not technology, technology can help you avoid or 
limit their damage. First, it can help build walls around your people and data. 



Multi-Factor Authentication (MFA), which requires two sources of identity verification, should 
be used across all critical systems and applications. Sophisticated spam filters for email 
programs can be used to detect suspicious files, links, or senders before they make it to your 
employees. If a phishing attack makes its way past both defenses and tricks one of your 
employees into clicking a link, anti-malware and anti-virus software can limit the impact by 
preventing any activated malware from installing. For these technological defenses to be 
effective, your employees must be trained on how to use and when to update each software.
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